SHERRNHER

pRm: SCRTEIRER SRR HSEHINN S,

Zi95HERBN
APIEAER

FEOMAE: http://:80//gny;
A JERSEERRN
NIE/S=: basic auth
ik get

SREL: ERER/BREGY
BRSE: &

A

E=4 5] i58E
error_code int R[ERS, 0AEIARIN
reason string 1R [El588
result string IR[EIZERE
city string sl
Oh string (=P
98h string 9855iH
95h string 95535
92h string 92575/

AIEZEB basic authffcurlis SiERBRGI

curl -X GET -H "Authorization:Basic zGVtbzAxO0jVRc2hIRTcwxg==" "http://{ip}/{Vill

&}/gnyj"

Errheadersfdkey8"Authorization", I I"Basic"+— N=Etg+base64NZF(username:password),

InE BRI SEBRIEN B A< BWE>hRIEF = SIRE.

FXUDR IR S5

"result": [
{
"city": "dbm",
"Oh": "6.82",


af://n0
af://n3

"98h":
"95h":
"92h":

"city":

|l0hv| :

"98h":
||95hll:
"92h":

"Oh":

"city":

"98h":
"95h":
"92h":

"city":

"Oh":

|l98h'|:
"95h":
"92h":

"city":

"Oh":

"98h":
"95h":
"92h":

"city":

||0h||:

|l98h'|:
"95h":
"92h":

"city":

||0h||:

"98h":
"95h":
"92h":

"Oh":

"city":

"ogh":
|l95h'|:
"92h":

"city":

"Oh":

"98h":
"95h":

"8- 57n’
||7- 5911,
7 S

"y

",

"6-76",
"8.28",
"7.62",
"7.14"

"rAE",
"6.78",
"8.35",
758"
"7.12"

"6.78",
"8.75",
758",
"7.12"

"y,
"6.84",
"8.35",
"7.65",
"7.09"

"u—lzjj\"’
"6.77",
"8.35",
"7.63",
"7.11"

"k,
"6.76",
"8.25",
"7.55",
"7.10"

AR,
"6.77",
"8.30",
"7.58",
"7.10"

"I,
"6.74",

"8.54",
"7.56",



"92h":

"city":

Ilohll:

||98hl|:
"95h":
"92h":

"city":

Ilohll:

"98h":
"95h":
|l92hl|:

"city":

Ilohll:

"

"98h":
"95h":
"92h":

"city":

|lohl| .

n

"98h":
"95h":
"92h":

"city":

|l0hv| .

"98h":
||95hl|:
"92h":

"city":

|l0hv| .

"98h":
"95h":
"92h":

|l0hv| .

"city":

"98h":
"95h":
"92h":

"city":

|l0h||:

"98h":
||95h||:
"92h":

"7.11"

"R,
"6.81",
"8.43",
"7.60",
"7.10"

"‘zﬁ? " ’
"6.76",
"8.28",
"7.56",
"7.11"

RN A
"6.82",
"8.62",
"7.62",
"7.10"

"I,
"6.84",
"8.56",
"7.77",
"7.20"

"R,
"6.84",
"8.34",
"7.54",
"7.09"

"R,
OO
"8.73",
"7.75",
7 A3

"AE,
Y@ 77"
"8.52",
"7.65",
"7.14"

"mE",
"6.85",
"8.49",
"7.81",
"7.28"



"city": "HRMM,
"0h": "6.88",
"98h": "8.57",
"95h": "7.67",
"92h": "7.26"
e
{
"city": "HEmM",
"0h": "6.86",
"98h"™: "9.90",
"95h": "8.76",
"92h": "8.25"
e
{
"city": "HER",
"Oh": "6.85",
"98h": "8.57",
"95h": "7.61",
"92h": "7.20"
e
{
"city": "pUnt,
"Oh": "6.84",
"98h": "8.40",
"95h": "7.73",
"92h": "7.23"
}
A e
"reason": "success!",
"error_code": 0
}
e e
$EixREg i71:):]
10020 RO
10021 EO=H
RBBRHISE
java:
package com.springboot.demo.controller;
import com.alibaba.fastjson.JSONObject;
import com.springboot.demo.service.TokenService;
import com.springboot.demo.utils.Base64Util;
import com.springboot.demo.utils.HttpUtil;
import io.swagger.annotations.Api;
import lombok.extern.s1f4j.s1f4j;
import org.s1f4j.Logger;
import org.s1f4j.LoggerFactory;
import org.springframework.beans.factory.annotation.Autowired;

import

org.springframework.web.bind.annotation.RestController;



import java.util.HashMmap;
import java.util.Map;

@s1f4j
@RestController
@Api(value = "HHAPTHEO")
public class callApicontroller {
// basicauthffjusername
public static String basic_user = "showcase";
// basicauthffjpassword
public static String basic_password = "dw$40m&Ke";
public static void main(string[] args) {
queryGnyjQ;

Vaiii
* RO
4
public static void queryGnyj() {
String url = "http://{ip}/{Vii£}t/gnyi";
Map<String,String> headers = new HashMap<>(Q);
String token = String.format("Basic %s", basicAuthToken(basic_user,
basic_password));
headers.put("Authorization", token);
try {
String response = Httputil.sendGet(url,headers);
System.out.printIn("AH4R: " + response);
JSONObject jsonObject = JSONObject.parseObject(response);
} catch (Exception e) {
e.printStackTrace();

pubTlic static String basicAuthToken(String userName, String password) {
String base64str = String.format("%s:%s", userName, password);
return Base64Util.getBase64(base64Str);

package com.springboot.demo.utils;
import lombok.extern.s1f4j.s1f4j;
import sun.misc.BASE64Decoder;

import sun.misc.BASE64Encoder;

import java.io.UnsupportedeEncodingException;

@s1f4j
pubTlic class Base64Util {
/:’::“:
* e
* @param str

* @return

5



pubTlic static String getBase64(String str) {
byte[] b = null;
String s = null;
try {
b = str.getBytes("utf-8");
} catch (UnsupportedEncodingException e) {
e.printStackTrace();
Tog.error("base64 hn#hbssiz: {3, e);
3
if (b != null) {
s = new BASE64Encoder().encode(b);
}

return s;

/:“::“:
* R
* @param s
* @return
<Y
public static String getFromBase64(String s) {
byte[] b = null;
String result = null;
if (s !'= null) {
BASE64Decoder decoder = new BASE64Decoder();
try {
b = decoder.decodeBuffer(s);
result = new String(b, "utf-8");
} catch (Exception e) {
Tog.error("base64 fE#abrsiR: {3", e);

return result;
] »,
ERit G
HEEE EREE ERRE B wEs AP #EEE HEEE
i, API REER
FEEF: 287 ms
GET =i httpi//192.166.149  /defaultapi/gnyj B

AR 200

L
INE IER4ERR Result

INEAT: Basic Auth il 37
ArE: showcase
f-3=H dW$40m8Ke

“95h"T.61", 920"+ 7. 20"} ity T

'92h"7.23°)] "reason"success!” "error_code"0)

TEREZE Headers



A
1 EEMEFEED, TUEEITRCSTHINAPIESRES
HELR - AEXOSEE .

ERERASEH

Operator

o #FER

2. APIBSAMIER IR A5 BB

AP L EES R R ARAEEBANAEIEIE, basic authofl, £ERusername Flpassword,3E
R FEAXXEIBHTAPIRYER. FEETXJusernamefipasswordift{Tbase64RINNIZ, FATSIREX
F—PFftoken, REEAAPIHIRHEIE NkeyIAuthorization, {E/9tokenfheaderBla], B{AHY
REBRBIETLASEAPIFIFRFRIRISERRGIET, INEHBDSENT:

public static String basicAuthToken(String userName, String password) {
String base64str = String.format("%s:%s", userName, password);
return Base64Util.getBase64(base64Str);
}
public static String getBase64(String str) {
byte[] b = null;
String s = null;
try {
b = str.getBytes("utf-8");
} catch (UnsupportedEncodingException e) {
e.printStackTrace();
lTog.error("base64 fn#skbssiz: {3", e);
}
if (b !'= null) {
s = new BASE64Encoder().encode(b);

}
return s;
}
3.java{@EfsdkB AR

HTTP SDKTE2E, FRRAMRSFSmAIEHTTPIER, MNRREMHINESE, BrEBENIKESKERHTE
B, AREAPINKAEHTIIERIER, BRISIFAIAIEEREBbasic-auth,jwt,0oauth2,hmac-
auth, 329 I methodB&get, post,delete,patch, put,options,head,

i5RAPIRIXRestful B2 A5tk
pISHEESEAE:  http:/{RKip}:80/{apiMKikiAEEE}

* {ip} APIKIKATipiELE
o BUARYIGIENROYS "80", BILIAMES
o iEKAIcontext-pathE] LAZHRIEAPIRKATIS AR RIES

TR T

o 8% https:/github.com/icarhunter/api-gateway-sdk/



af://n604
af://n605
af://n607
af://n610
af://n612
af://n622
https://github.com/icarhunter/api-gateway-sdk/

HTTP Client SDK {EEHA T

(ERmEA R

import
import
import
import

(1) EfEEA7A POST &4hjson IAIEAbasic-auth, HAAIESEIRIEN Az FRI<EWE >+
BrEE3RE, I TAYauthType<iflafiEsElA>40: basic-auth, I TFHAJusernameflpasswordfE<

com.apigateway.sdk.HttpCaller;
com.apigateway.sdk.dto.AuthParam;
com.apigateway.sdk.dto.HttpReturn;
com.apigateway.sdk.exception.HttpCallerException;

HEREIE>AYFEPIREL.

String url="http://{ip}:80/{path}";
//&Eheaderz#
Map<String, String> headerpParam = new HashMap<>(Q);
headerparam.put("headerl","valuel™);
/ /¥ B jsoniIiER B
JSONObject request] = new JSONObject();
request].put("keyl", "valuel™);
request].put("key2", "value2");
// B EIIESE, Hinbasic-auth2i#
AuthParam authParam = new AuthParam();
//IEZ R
authParam.setAuthType("basic-auth");
//basic-auth /4%
authpParam.setUsername('"ccc");
//basic-auth 4]
authParam.setPassword("2sHGo~j&c");
// B Kcontent-type WALIAHE fHliiString contentType = ""
String contentType = "application/json;charset=utf-8";
try {
HttpReturn httpReturn =

HttpcCaller.doPost(url,headerparam,contentType, new
ContentBody(request].toJSONString()),authParam);

(2) B3RS POST 2#0AMap INEAjwt, HAAFSHIRIEN BHiZFHN<EWE >R NE=E
B¥REY, a0 TFHYauthTypeg<ifialz=dla>u0: jwt, @1 AYkey, secretflalgorithm(3l: HS256)fE<

Tog.info(JSONObject.toJSONString(ChttpReturn));
} catch (HttpcallerException e) {

e.printStackTrace();

// error process

RS> AYFEPIRE.

String url="http://{ip}:80/{path}";

// % Eheaderz#

Map<String, String> headerParam = new HashMap<>(Q);
headerparam.put("headerl","valuel™);

/ /B EMapfiER S5

Map<String, String> paramsMap = new HashMap<>(Q);
paramsMap.put("keyl", "valuel™);
paramsMap.put("key2", "value2");
//WENIES S, i jwesRay

AuthParam authParam = new AuthParam();


af://n626
af://n627

/ /INIERAY
authParam.setAuthType("jwt");
//jwt Z¥ikey
authParam.setKey("key");
//jwt FhHEGE AL EH
authParam.setSecretorPrivatekey("secret");
//INE S, FE: HS256, HS384, HS512, RS256, ES256
authParam.setAlgorithm("HS256");
// B Kcontent-type WA LIS fHlinstring contentType = ""
String contentType = "application/x-www-form-urlencoded;charset=utf-8";
try {
HttpReturn httpReturn = HttpCaller.doPost(urT,
headerpParam, contentType, paramsMap,authParam) ;
Tog.info(JISONObject.toJSONString(httpReturn));
} catch (HttpcallereException e) {
e.printStackTrace();
// error process

(3) EEEMA POST 28 59xml AERhmac-auth, Ed\EFSERIEN A IFH<CErF>
BEEEIRE, W TAauthTypea<ipaizEHEA=>40: hmac-auth, 30TFRYJusername, secretfll
algorithm(@: hmac-sha)fE<ifEIEIE>AUIFEBEPIRE,

String url="http://{ip}:80/{path}";

// % Bheaderz#

Map<String, String> headerParam = new HashMap<>(Q);
headerpParam.put("headerl", "valuel");

/ /B xm {5 R S5

Document document = DocumentHelper.createbocument();
Element root = document.addElement("rootl");
Element keyl root.addElement("keyl™);

Element key2 = root.addElement("key2");
keyl.addText("valuel");

key2.addText("value2");

String output = document.asxML();

// B BIIESH, Hinhmac-auth2é

AuthParam authParam = new AuthParam();

//INIESETY

authParam.setAuthType("hmac-auth");

//hmac-auth )4
authParam.setHmacUserName("username");

//hmac-auth %
authParam.setHmacSecret("secret");

//n#%3%, hmac-shal, hmac-sha256, hmac-sha384, hmac-sha512, ZRi\ffsZ: hmac-

shal

authParam.setHmacAlgorithm("hmac-shal");

/ /¥ B Rcontent-type LIRS flinstring contentType = ""

String contentType="application/xml;charset=utf-8";

try {
HttpReturn httpReturn = HttpCaller.doPost(url,
headerpParam,contentType,new ContentBody(output),authParam);
Tog.info(JSONObject.toJSONStringChttpReturn));

} catch (HttpcallerException e) {
e.printStackTrace();
// error process



(4) BEEEAAINGET JAEAocauth2, HAIESHURIEN FAmia-rI<EWsRr=> PRI =5 B3R,
W TRYauthType A<iFlEsHA >0 oauth2, fNTFHIclientidfclientSecretfE<ifFalEIE>RIiFIE+
SREX, scopeBSELiR BRI AT ERRIA],

string url="http://{ip}:80/{path}";
// K Bheaderz#
Map<String, String> headerParam = new HashMap<>(Q);
headerparam.put("headerl"”, "valuel™);
//BEEMapiE kS5 S8 Eur] B, SEETTUEur] B R, X B tMapRITT
Map<String, String> paramsMap = new HashMap<>(Q);
paramsMap.put('keyl", "valuel");
paramsMap.put("key2", "value2");
//BEEWIESH, hinoauth2J8RY
AuthParam authParam = new AuthParam();
YYAINI= it
authParam.setAuthType("oauth2");
//oauth2 clientId
authpParam.setClientId("clientId");
//oauth2 clientSecret
authparam.setClientSecret("clientSecret");
//0auth2 scope #R4ETHHLAT AAIR
authParam.setScope("scope");
// & Rcontent-type WATLUAIEE #illistring contentType = "
String contentType="";
try {
HttpReturn httpReturn = HttpCaller.doGet(urT,
headerpParam, contentType, paramsMap,authParam) ;
Tog.info(ISONObject.toJSONStringChttpReturn));
} catch (HttpcallerException e) {
e.printStackTrace();
// error process

(5) BEEARA R Put/Patch jFESEHEEEINI LIS E PosthgiFHdemo

//Put Z%Map
HttpReturn httpReturn = HttpCaller.doPut(url,
headerpParam, contentType, paramsMap,authParam) ;
//Put Z%{(json
HttpReturn httpReturn = HttpCaller.doPut(url,headerpParam,contentType, new
ContentBody(request].toJSONString()),authParam);
//Put Z%ixml
HttpReturn httpReturn = HttpCaller.doPut(url,headerpParam,contentType, new
ContentBody(output) ,authParam);
//Patch Z#¥map
HttpReturn httpReturn = HttpCaller.doPatch(url,
headerpParam, contentType, paramsMap,authParam) ;
//Patch Z¥json
HttpReturn httpReturn = HttpCaller.doPatch(url,headerpParam,contentType, new
ContentBody(request].toJSONString()),authParam);

//Patch Z%ixml
HttpReturn httpReturn = HttpCaller.doPatch(url,headerpParam,contentType, new
ContentBody (output),authParam);

(6) EXzJAA A\ Head/Options [ EFESEEEEAILISE GethaTIFHHdemo



//head

HttpReturn httpReturn = HttpCaller.doHead(url,
headerpParam, contentType, paramsMap,authParam) ;

//options

HttpReturn httpReturn = HttpCaller.dooptions(url,
headerpParam,contentType, paramsMap,authParam);

(7) BEX5AR A Delete TAIENoauth2 , EFRINIESEIRIEN A7 H<EWEF>PHNE~EEK
B, @iTFRYauthTypeA<ifafzdlA=>40: oauth2, #NTAYclientidfclientSecretfE<iFlalEIE>RYi¥
BHIREN, scopeSHTE S BIFAIRBBRT AT EEDH,

String url="http://{ip}:80/{path}";
// % Eheader&#
Map<String, String> headerpParam = new HashMap<>(Q);
headerparam.put("headerl","valuel™);
/ /B EMapiE RS
Map<String, String> paramsMap = new HashMap<>(Q);
//WEINIESEL, tbiloauth228A
AuthParam authParam = new AuthParam();
//INIEZET
authParam.setAuthType("oauth2");
//oauth2 clientId
authpParam.setClientId("clientId");
//oauth2 clientSecret
authparam.setClientSecret("clientSecret");
//oauth2 scope MHEHHLAT LLAIA
authParam.setScope("scope");
// & Kcontent-type WATLUAIEE #illistring contentType = "
String contentType="";
try {
HttpReturn httpReturn = HttpCaller.dobelete(url,
headerpParam, contentType, paramsMap,authParam) ;
Tog.info(ISONObject.toISONStringChttpReturn));
} catch (HttpcallerException e) {
e.printStackTrace();
// error process

(8) BRI Get TEIUY

string url="http://{ip}:80/{path}";

// % Bheaderz#

Map<String, String> headerParam = new HashMap<>(Q);
headerparam.put("headerl","valuel™);

//BEEMapiE RS SHSPEAEur] B, SR Aur] BP9 R, X B MapRiTT
Map<String, String> paramsMap = new HashMap<>Q);
paramsMap.put('keyl", "valuel");
paramsMap.put("key2", "value2");

//WEWIESE, inoauth226 4

AuthParam authParam = new AuthParam();

//GESRA

authParam.setAuthType("oauth2");

//oauth2 clientId
authParam.setClientId("clientId");

//0auth2 clientSecret
authparam.setClientSecret("clientSecret");



//0auth2 scope #R#ETHEHLATAAIR
authParam.setScope("scope");
// B EiEKcontent-type HITLUIAIAS #laistring contentType = ""
String contentType="";
response.reset();
try {
HttpReturn httpReturn = HttpCaller.doGet(url,
headerpParam,contentType, paramsMap,authParam);
httpReturn.getHeaderMap() .get("fileName");
Tog.info(JSONObject.toJSONString(httpReturn));
response.setHeader("Content-Disposition"”, "attachment;
""+httpReturn.getHeaderMap() .get("fileName")+"\";charset=utf-8");
/ /WA
byte[] bytes = httpReturn.getResponseBytes();
OutputStream out = response.getoOutputStream();
InputStream br = new ByteArrayInputStream(bytes);
byte[] buf = new byte[1024];
int Ten = 0;
while ((len = br.read(buf)) > 0)
out.write(Cbuf, 0, len);
br.close(Q);
out.close();
} catch (HttpcallerException e) {
e.printStackTrace();
// error process

filename=\

(9) BRI Post &S

string url="http://{ip}:80/{path}";

// % BheaderZ#

Map<String, String> headerParam = new HashMap<>(Q);

headerparam.put("headerl","valuel™);

// B EMap i RS

Map<String, String> paramsMap = new HashMap<>(Q);

// B EVIESE, Hlinoauth2287Y

AuthParam authParam = new AuthParam();

/ /INIERAY

authParam.setAuthType("oauth2");

//oauth2 clientId

authparam.setClientId("clientId");

//oauth2 clientSecret

authParam.setClientSecret("clientSecret");

//o0auth2 scope AR¥EIEHHLAT LIAIH

authParam.setScope("scope");

// B Kcontent-type WAILIAHEE fHlinstring contentType = ""

String contentType="";

VYA i pats

MultipartHttpServletRequest params = ((MultipartHttpServletRequest)
request);

paramsMap.put("keyl", params.getParameter("keyl"));

paramsMap.put('key2", params.getParameter("key2"));

List<MultipartFile> files = ((MultipartHttpServletRequest)

request) .getFiles("filekey");
MultipartFile file = null;
try {



for (int i = 0; i < files.size(Q); ++i) {

file = files.get(i);

if (Ifile.isEmpty()) {
InputStream in = file.getInputStream();
HttpReturn httpReturn = HttpCaller.doPost(url, headerparam,

paramsMap, file.getName(), in, ContentEncoding.none,
null);

Tlog.infoChttpReturn.toString());
return JSONObject.toJSONStringChttpReturn);

} else {
Tlog.info("You failed to upload " + i + " because the file was

empty.");

3

} catch (HttpcallerException e) {
e.printStackTrace();
// error process

} catch (Exception e) {
e.printStackTrace();
// error process

(10) £RBuilderAISTUEIERMRSE, AREHITHA

import com.apigateway.sdk.HttpParameters;
import com.apigateway.sdk.HttpCaller;
import com.apigateway.sdk.HttpCallerException;

HttpParameters.Builder builder = HttpParameters.newBuilder();

builder.requestURL("http://ip:80/{path}") // &HEIERAIURL
.method("POST") // wEMAHIT
.contentType("application/x-www-form-urlencoded;charset=utf-8"); //&K&Ei#HR
content-type

// WEERSH

builder.putParamsMap("keyl", "valuel™);

builder.putParamsMap("key2", "{\"a\":valuel}"); // json format value
builder.putParamsMmap("key3", "valuel","value2","value3");//&EHHSH

/ /BB E R TR
builder.method("POST");

// B EFELIHTTP Headers
builder.putHeaderParamsMap("headerl", "valuel");
builder.putHeaderParamsMap("header2", "value2");
//EEWIESH il jwe

AuthParam authParam = new AuthParam();
authParam.setAuthType("jwt");
authParam.setKey("valuel™);
authParam.setSecretorPrivatekey("value2");
authParam.setAlgorithm("HS256") ;
builder.authParam(authParam);

/ /AT IR EZE R

String result = null;

try {



HttpReturn res = HttpCaller.invokeReturn(builder.build(Q)); ///AJEfEres ik
HUHICIE B
res.getResponsestr() ;//FHm N i A,
res.responseBytes; //#HUm N — i HoE, LhanE
} catch (Httpcallerexception e) {
// error process



